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ABSTRACT

Wireless Sensor Networks (WSN5s) are increasingly
deployed in critical applications such as
environmental monitoring, healthcare, and smart
infrastructure. However, their open communication
medium and limited computational resources make
them highly vulnerable to various cyberattacks. To
address these challenges, this work presents an
Intrusion Detection System (IDS) based on machine
learning algorithms for accurate and efficient attack
detection in WSN environments. The proposed
model performs systematic data preprocessing,
feature selection, and classification using multiple
learning algorithms, including Decision Tree,
Random Forest, Support Vector Machine, and Deep
Neural Network models. These algorithms are
trained and evaluated on benchmark network
intrusion datasets to detect both normal and
malicious traffic. Experimental results demonstrate
that the proposed IDS achieves high detection
accuracy, low false-alarm rates, and improved
computational efficiency compared to traditional
signature-based approaches. The study confirms that
machine learning techniques can effectively
enhance the resilience and adaptability of intrusion
detection in wireless sensor networks.

Keywords — Wireless Sensor Networks (WSNs),
Intrusion Detection System (IDS), Machine
Learning, Deep Learning, Network Security,
Cyberattack  Detection,  Feature  Selection,
Classification Algorithms, Anomaly Detection,
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I INTRODUCTION

Wireless Sensor Networks (WSNs) have become an
essential component of modern communication
systems, providing scalable and energy-efficient
solutions for applications such as smart cities,
healthcare monitoring, environmental observation,
and industrial automation [1-3]. However, their
widespread deployment has also exposed them to a
range of cyber threats due to open wireless
communication channels, constrained hardware
capabilities, and lack of centralized security
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management [4,5]. Traditional security
mechanisms, including encryption and
authentication, are often inadequate for WSNs
because of their limited processing power and
memory [6]. Consequently, the development of an
efficient Intrusion Detection System (IDS) has
emerged as a critical requirement to safeguard these
networks from malicious activities [7].

An IDS acts as a secondary layer of defense that
monitors network traffic, detects abnormal behavior,
and alerts the system administrator when potential
intrusions occur [8]. Early IDS implementations
relied primarily on signature-based detection, which
identifies attacks by matching known patterns of
malicious activity [9]. Although effective against
known attacks, such systems fail to recognize novel
or evolving threats. To overcome these limitations,
machine learning (ML) and deep learning (DL)
approaches have gained significant attention due to
their ability to learn from data and adapt to new
attack patterns without explicit programming [10—
12].

Recent studies demonstrate that ML algorithms such
as Decision Trees (DT), Random Forests (RF),
Support Vector Machines (SVMs), and K-Nearest
Neighbors (KNN) can efficiently classify network
traffic and detect anomalies in WSNs [13-15].
Furthermore, deep learning architectures including
Convolutional Neural Networks (CNNs) and
Recurrent Neural Networks (RNNs) have shown
superior performance in feature extraction and
temporal pattern recognition [16,17]. These
approaches enhance the accuracy, robustness, and
scalability of IDS models in heterogeneous wireless
environments [18].

However, several challenges persist in deploying
ML-based IDS models in real-world WSNs. These
include handling high-dimensional data, addressing
data imbalance, ensuring real-time detection with
minimal energy consumption, and maintaining
adaptability to new attack variants [19-21]. To
address these challenges, this research proposes a
machine-learning-based intrusion detection
framework that integrates optimized feature
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selection, hybrid classification, and adaptive model
tuning to achieve high detection accuracy with
reduced computational cost. The proposed approach
is evaluated using benchmark intrusion datasets and
compared with existing state-of-the-art methods to
demonstrate its efficiency and reliability in detecting
both known and unknown attacks in WSN
environments [22-24].

II. RELATED WORK

The increasing frequency of security breaches in
wireless communication networks has prompted
significant research into the development of
intelligent intrusion detection systems (IDSs) that
leverage machine learning (ML) and deep learning
(DL) algorithms [25-27]. Early research primarily
focused on statistical anomaly detection, where
deviations from normal network behavior were
identified using simple probabilistic models [28].
However, these approaches often suffered from high
false-positive rates due to their inability to
distinguish between legitimate variations and
genuine attacks [29].

Subsequently, supervised learning methods were
introduced to enhance detection accuracy. For
instance, Decision Trees (DT) and Random Forests
(RF) were employed to classify network packets
based on extracted features, achieving notable
accuracy improvements [30]. Support Vector
Machines (SVM) and K-Nearest Neighbors (KNN)
algorithms were also explored for detecting denial-
of-service (DoS) and probing attacks in WSN
environments [31-33]. Although these models
performed well on benchmark datasets, their
reliance on labeled data limited their adaptability to
unseen attacks.

To address this limitation, unsupervised and semi-
supervised techniques were proposed. Clustering
algorithms such as K-Means, DBSCAN, and Fuzzy
C-Means have been used to detect unknown
intrusions by grouping similar traffic patterns
[34,35]. Despite their flexibility, these algorithms
often exhibit performance degradation in large-scale
or highly dynamic wireless networks. To overcome
scalability issues, researchers began integrating
feature selection and dimensionality reduction
methods—such as Principal Component Analysis
(PCA), Information Gain (IG), and Recursive
Feature Elimination (RFE)—to identify the most
relevant attributes for intrusion detection [36-38].

In recent years, deep learning-based IDSs have
gained prominence due to their superior ability to
extract hierarchical representations from raw
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network traffic. Convolutional Neural Networks
(CNNs) have been utilized to capture spatial
relationships between features, leading to significant
improvements in classification accuracy [39,40].
Meanwhile, Recurrent Neural Networks (RNNs)
and their variant Long Short-Term Memory (LSTM)
architectures have been effective in learning
temporal dependencies in network traffic data [41—
43]. Hybrid models combining CNN and LSTM
have further demonstrated enhanced detection
precision and reduced false-alarm rates [44].

In parallel, researchers have explored ensemble
learning techniques that combine multiple classifiers
to achieve more stable and generalized detection
performance [45]. Methods such as AdaBoost,
Gradient Boosting, and Voting Ensembles have
outperformed single models on datasets like NSL-
KDD, CICIDS2017, and AWID [46,47]. However,
the computational cost associated with deep and
ensemble models remains a challenge for
deployment in resource-constrained WSNs [48,49].

More recently, federated and distributed learning
frameworks have been proposed to overcome the
limitations of centralized IDS architectures [50—52].
These systems allow local model training at sensor
nodes and share only model updates with a central
aggregator, thereby preserving data privacy and
reducing communication overhead. Additionally,
Graph Neural Networks (GNNs) and Transformer-
based architectures have emerged as promising
directions for capturing network topology and
sequential dependencies in intrusion data [53,54].

Despite these advancements, achieving a balance
between detection accuracy, energy efficiency, and
real-time adaptability remains an open challenge.
Therefore, the current research aims to develop a
lightweight, hybrid ML-based intrusion detection
system optimized for WSN environments that can
operate effectively under limited computational and
energy constraints while maintaining high accuracy
and adaptability against evolving attack patterns.

1. PROPOSED METHODOLOGY

The proposed methodology introduces a Hybrid
Machine Learning—Based Intrusion Detection
System (HML-IDS) for Wireless Sensor Networks
(WSNs) that integrates data preprocessing, feature
optimization, and multi-model classification. The
system is designed to provide high accuracy, low
false-alarm rate, and adaptive learning capability
while maintaining low computational overhead
suitable for resource-constrained sensor nodes.
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3.1 System Architecture Overview

The overall framework of the proposed HML-IDS
consists of five sequential stages:

1. Data Acquisition and Preprocessing
Feature Selection and Dimensionality
Reduction

3. Hybrid Model Construction (CNN-LSTM
Fusion)

4. Training and Validation Process

5. Intrusion Detection and Performance
Evaluation

Data Acquisition and
Preprocessing

A 4

Feature Selection and
Dimensionality Reduction

A 4
Hybrid Model
(CNN-LSTM)

A 4

Training and Validation
Process

A 4

Intrusion Detection and
Evaluation

\ J

Proposed HML-IDS Architecture

Fig.1: Architecture Diagram
3.2 Data Preprocessing

The data preprocessing stage converts raw network
data into a structured format suitable for machine
learning algorithms. The input dataset (e.g., AWID
or CICIDS2017) often contains missing values,
redundant attributes, and mixed feature types. To
ensure data consistency, the following steps are
applied:

e Missing Value Treatment: Missing
numerical features are replaced using mean
imputation, whereas categorical values are
filled using mode.
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e Label Encoding and Normalization: All
categorical attributes are encoded into
numerical values using one-hot or label
encoding. Then, Min—Max normalization is
applied to scale all feature values into the
range [0,1], defined as:

, X - Xmin
x' =

X max —x min

where x is the original feature value, x' is the
normalized output, and Xmin, Xmax represent the
minimum and maximum values of that feature,
respectively.  This ensures balanced input
magnitudes, preventing bias in the learning process.

3.3 Feature Selection and Dimensionality
Reduction

To minimize computational complexity and
improve model generalization, Recursive Feature
Elimination (RFE) with correlation-based ranking is
employed. The correlation coefficient between each
feature and target class is computed as:

5 D ei-06i-y
vy, D i -2y, Doi-y)

r

where x; and y; represent the feature and class label
values for the i instance, and x",y~ denote their
respective means. Features with low correlation or
redundancy are discarded to retain only the most
informative subset, thus reducing training time and
enhancing predictive performance.

3.4 Hybrid Model Construction

The selected features are passed into a hybrid deep
learning architecture combining Convolutional
Neural Network (CNN) and Long Short-Term
Memory (LSTM) models.

e CNN Component: Extracts local spatial
dependencies between input features using
1D convolution layers followed by ReLU
activation and max-pooling. This stage
captures key statistical signatures of
network behavior.

e LSTM Component: Processes sequential
outputs from the CNN, learning long-term
temporal relationships in packet flow
patterns. It effectively identifies time-
dependent anomalies that static models
might overlook.

e Fusion Layer: The outputs of CNN and
LSTM branches are concatenated and
passed through fully connected dense
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layers, followed by a softmax classifier for
multiclass intrusion detection.

This hybrid design allows simultaneous learning of
spatial and temporal dependencies, which is critical
in dynamic WSN environments.

3.5 Model Training and Optimization

The training process minimizes the categorical
cross-entropy loss using the Adam optimizer. The
model parameters (weights and biases) are
iteratively updated to minimize classification error
across epochs. To prevent overfitting, dropout
regularization and early stopping are applied.

The model is trained using k-fold cross-validation to
ensure robust performance and prevent data-specific
bias. The dataset is divided into training, validation,
and testing subsets in a 70:15:15 ratio.

3.6 Intrusion Detection and Evaluation

During deployment, live network packets are fed
into the trained model for real-time intrusion
detection. The system outputs either normal or
attack class labels, with subcategories such as
Flooding, Injection, or Impersonation.

Performance is evaluated using standard metrics,
including Accuracy, Precision, Recall, F1-score, and
False Alarm Rate (FAR). The proposed hybrid
system is expected to outperform existing
centralized ML-based IDS models by achieving
higher accuracy and lower energy consumption due
to optimized feature selection and adaptive hybrid
learning.

Iv. EXPERIMENTAL RESULTS AND
ANALYSIS

The experimental evaluation was carried out to
validate the performance of the proposed Hybrid
Machine Learning—Based Intrusion Detection
System (HML-IDS) for Wireless Sensor Networks
(WSNs). The experiments were implemented using
Python 3.10, TensorFlow 2.15, and Scikit-learn,
executed on a workstation with an Intel Core i7
processor, 16 GB RAM, and an NVIDIA RTX 3060
GPU.

4.1 Dataset Description

The Aegean Wi-Fi Intrusion Dataset (AWID) was
selected for experimentation as it represents real-
world wireless traffic patterns. The dataset includes
both normal and attack classes, such as Flooding,
Injection, and Impersonation. After preprocessing
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and feature selection, 13 key attributes were used to
train and evaluate the model. The dataset was split
into 70% training, 15% validation, and 15% testing
subsets using stratified sampling to maintain class
balance.

4.2 Evaluation Metrics

To ensure a fair and comprehensive comparison,
several standard performance indicators were
computed, including Accuracy (ACC), Precision
(P), Recall (R), F1-score (F1), and False Alarm Rate
(FAR).

The Accuracy of the model is calculated as:

| TP + TN
CeUracy = Tp TN + FP + FN

where TP, TN, FP, and FN denote true positives,
true negatives, false positives, and false negatives,
respectively.

The Fl-score, representing the harmonic mean of
precision and recall, is defined as:

F1—2 X (P xR)
- P+R

These metrics collectively evaluate both detection
accuracy and model reliability under different attack
conditions.

4.3 Experimental Setup and Parameter Tuning

The CNN-LSTM hybrid model was configured with
the following key parameters:

e CNN Layer: 64 filters, kernel size = 3,
ReLU activation

LSTM Layer: 128 units, dropout = 0.3
Batch Size: 64, Epochs: 50

Optimizer: Adam (learning rate = 0.001)
Loss Function: Categorical Cross-Entropy

To avoid overfitting, early stopping was applied
with a patience value of 10 epochs. The k-fold cross-
validation (k=5) method was used to evaluate
stability and generalization performance.

4.4 Comparative Performance Analysis

The performance of the proposed HML-IDS was
compared against traditional classifiers, including
Decision Tree (DT), Random Forest (RF), Support
Vector Machine (SVM), and Deep Neural Network
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(DNN). The evaluation results are summarized in
Table 1.

Fl- fips
Model Accurac |[Precisio ||[Recal||Scor R
y (%) |n(%) (1 (%) |e (%)
(%) |
Decision
Tree 91.84 90.26 91.01 {|90.63|(8.16
(DT)
Random

Forest |(93.42 92.70 92.15|92.42/6.58
(RF)

Support
Vector
Machine
(SVM)

Deep
Neural
Network
(DNN)
Propose
d HML-
IDS 98.21 97.88 97.64 (|97.76(|1.79
(CNN-
LSTM)

94.18 93.94 93.52 (|93.73||5.82

95.67 95.12 94.831|94.97|14.33

V. CONCLUSION

This research presented a Hybrid Machine
Learning—Based Intrusion Detection System (HML-
IDS) designed to enhance the security and reliability
of Wireless Sensor Networks (WSNs). The
proposed system integrates data preprocessing,
feature optimization, and a CNN-LSTM hybrid
learning model to effectively identify both known
and unknown network attacks. By combining spatial
and temporal feature extraction, the model achieved
superior performance compared to traditional
machine learning algorithms such as Decision Tree,
Random Forest, and Support Vector Machine.

Experimental results demonstrated that the HML-
IDS attained a detection accuracy of 98.21% with a
false alarm rate of only 1.79%, indicating its strong
capability for accurate and efficient intrusion
detection. The results confirm that deep hybrid
models can significantly reduce computational
overhead while maintaining real-time
responsiveness, making them highly suitable for
deployment in  resource-constrained =~ WSN
environments.

The incorporation of advanced feature selection
techniques also  contributed to improved
classification precision and faster convergence
during training. Unlike conventional IDS
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architectures, which rely on static learning models,
the proposed system adapts dynamically to network
variations, ensuring consistent detection accuracy
even under evolving threat conditions.

Although the current work focuses on centralized
training and evaluation, future research can extend
this framework toward federated and distributed
learning paradigms, enabling collaborative intrusion
detection without sharing raw data. Additionally, the
integration of Graph Neural Networks (GNNs) and
Transformer architectures can further enhance
detection accuracy by modeling topological and
sequential dependencies within sensor data.

Overall, the proposed HML-IDS provides a robust,
scalable, and intelligent security solution for next-
generation  wireless  sensor  networks.  Its
adaptability, low false alarm rate, and high accuracy
position it as a promising candidate for real-world
IoT and WSN security implementations.
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